Um manifesto apos 72 horas! Os cibercriminosos realmente recuarao?
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Quinze dos grupos cibercriminosos mais notérios, incluindo Aranha Dispersa, ShinyHunters e
Lapsus$, anunciaram seu fechamento. Seu coletivo declaracdo, publicado em Foruns de violacadoE
a mensagem mais explicita do underground nos ultimos anos.

O grupo enfatizou que Seu objetivo era menos extorsédo do que demonstrar as fraguezas dos
sistemas digitais. Agora, no entanto, eles declararam que preferem “siléncio” aos ataques
publicos.

O documento, publicado sob varios pseuddnimos de hackers conhecidos, afirma que a deciséo foi
tomada apos trés dias de siléncio, vividos pelos participantes com suas familias e revisando seus
planos em caso de perseguicdo. Eles disseram que estavam “esperando muito tempo” nas ultimas
72 horas para finalmente confirmar sua estratégia de saida e alinhamento interno.[IMAGEM
REMOVIDA]We apologize for our silence and the ambiguities of our message, whose sole recipients
did not understand the profound meaning.

These 72 hours spent in silence have been important for us to speak with our families, our relatives,
and to confirm the efficiency of our contingency plans and our intentions.

These 72 hours had hoped for a long time.

As you know, the last weeks have been hectic. While we were amusing you, the FBI, Mandiant, and
a few others by paralyzing Jaguar factories, (superficially) hacking Google 4 times, blowing up
Salesforce and CrowdStrike defenses, the final parts of our contingency plans were being activated.

You might or might not have realized, but our behavior evolved recently. When we entered into
Google systems, we decided not to pursue over a certain point. In among others, we willingly left
them in wonder of whether Google’'s Workspace, Person Finder, GMAIL including legacy branches
got dominated.

This has been happening more and more, as we decided to progressively abandon some of our tools
(Hello, Tutanota) and our correspondents to their own faith.

Will Kering, Air France, American Airlines, British Airlines, and among many other critical
infrastructure face THE CONSEQUENCES OF THEIR PUBLIC OR SECRET data breaches? I'd
wonder too if | was them, as they know some have yet to receive any demand for ransom — or
anything else.
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Are their data currently being exploited, whilst US, UK, AU, and French authorities fill themselves with
the illusions thinking they have gotten the situation under control?

Do they know that we’re observing them as they painfully try to upload their HD logos to the BF
servers? How do they painfully try to convince judges that they have found, for the second time in a
row, the real Hollow? As they claim to arrest members of the real dark forces, on the other side of the
Mediterranean, to better protect the system and its real leaders?

Have they not realized we were everywhere?

Vanity is never but an ephemeral triumph. And manipulation of opinion is never anything else than
vanity.

This is why we have decided that silence will now be our strength.

You may see our names in new data breach disclosure reports from the tens of other multi billion
dollar companies that have yet to disclose a breach, as well as some governmental agencies,
including highly secured ones, that does not mean we are still active.

Judicial decisions will keep on busy police officers, magistrates and journalists.
They will all be dead traces of the past.

We want to share a thought for the eight people that have been raided or arrested in relations to
these campaigns, Scattered Spider and/or ShinyHunters groups since beginning on April 2024 and
thereafter 2025, and especially to the four who are now in custody in France.

We want to expand our regrets to their relatives, and apologize for their sacrifice. Any State needs its
scapegoat. Those carefully selected targets are the last collateral victims of our war on power, and
the use of our skills to humiliate those who have humiliated, prey on those who have preyed. We
have ensured that the investigations targeting them will progressively fall apart, and that their mild
vanity sins will not inflict on them, long term consequences.

We have done so by ensuring that enough of our dirty laundry would hint to them, whilst keeping
them away from any serious liability. We've learned this from the best. This fine, tightrope walker
equilibrium, so few are capable of reaching, is taught on an every day basis at Langley.

This is the last lesson we wanted to share with you. Talent and skill is not everything. Planning and
power rule the world.

We will not try to help anyone anymore, directly or indirectly, to establish their innocence.

We've decided to let go.

It is now time to offer you what you have been waiting for. The truth.

We LAPSUSS$, Trihash, Yurosh, yaxsh, WyTroZz, N3z0x, Nitroz, TOXIQUEROOT, Prosox, Pertinax,

Kurosh, Clown, IntelBroker, Scattered Spider, Yukari, and among many others, have decided to go
dark.



Our objectives having been fulfilled, it is now time to say goodbye.

If you worry about us, don’t. The most stupid (Yurosh, Intel — say hi, you poor La Santé
impersonator) will enjoy our golden parachutes with the millions the group accumulated. Others will
keep on studying and improving systems you use in your daily lives. In silence.

Others finally will just go gentle into that good night.

Thank you to everyone who has watched and stuck around.

Goodbye.

Redacéo

A equipe editorial da Red Hot Cyber € composta por um grupo de individuos e fontes andénimas que
colaboram ativamente para fornecer informacdes e noticias antecipadas sobre seguranca cibernética
e computagdo em geral.
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